C Ka)XIbIM I0JIOM MOJIOJIC)KHU B MHTEPHETE CTAHOBUTHLCS OOJIbIIIE, A IIKOJIBHUKU OJTHU U3 CaMbIX aKTUBHBIX
nosib3oBarened Pynera. Mexay TeM, IOMHMO OTPOMHOTO KOJIMYECTBA BO3MOXKHOCTEN, MIHTepHET HeceT u
npoOieMbl. JTa MaMsTKa JOJDKHA IIOMOYb BalleMy peOeHKY HaXOAUThCS B CETH.
KoMnblorepHsbie BUPYChI

KoMnbroTepHblil BUPYC — 3TO pa3HOBUIHOCTh KOMIIBIOTEPHBIX IPOrPAMM, OTIUYUTEILHON 0COOEHHOCTHIO

KOTOPOI1 SIBJIsSIETCA CIIOCOOHOCTh K Pa3MHOKEHUI0. B 10mo/IHeHNE K 3TOMY, BUPYChl MOT'YT TIOBPEIUTH WU
MOJIHOCTBHIO YHUUTOXUTH BCE (ailyibl U JaHHbIE, IOAKOHTPOJIbHBIE M10JIH30BATENI0, OT UMEHU KOTOPOTo ObL1a
3alylieHa 3apax€HHasl mporpaMmma, a Takke MOBPEeIUTh WIH JaKe YHUUYTOKUTH OTNIEPALlUOHHYIO CUCTEMY CO

BCceMH (aiiamMu B 11eJIOM. B O0JIBIIMHCTBE CllydaeB pacpOCTPAHSAIOTCS BUPYChl YEPE3 HHTEPHET.

METOJbBI 3ALUTHI OT BPEJOHOCHBIX ITPOI'PAMM:

Hcnonp3yil COBpEMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HBIN YPOBEHD 3aALUTHI OT
BPEIOHOCHBIX IIPOIPaAMM;

[TocTosiHHO ycTaHaBIMBal nat4yu (HU(POBBIE 3aIJIATKH, KOTOPbIE aBTOMAaTUYECKH YCTaHABINBAIOTCS C
LETBI0 TOPabOTKH MPOTPAMMBI) B IPyrue 0OHOBJICHUS CBOCH OTeparmoHHOM crucTeMbl. CKaunBai nx
TOJIBKO ¢ ouIMaIbHOTO caiita pazpaborunka OC. Ecinu cymecTByer pekuM aBTOMaTH4ECKOTo
OOHOBJICHHUS, BKIIOYH €r0;

PabGotail Ha cBOeM KOMIIBIOTEPE MO/ TpaBaMHM MOJIb30BATENs, & HE aAMUHUCTPATOPA. DTO HE MO3BOJIUT
OOJILIIMHCTBY BPEJOHOCHBIX IPOrPaMM MHCTAJUIMPOBATHCSI HA TBOEM IEPCOHATIBLHOM KOMIIBIOTEPE;

Hcnonp3yit aHTUBHPYCHBIE IPOTPAMMHBIE TPOYKTHI U3BECTHBIX IIPONU3BOJIUTEIIEH, C aBTOMATUYECKUM
oOHOBIIEHNEM 0a3;

Orpanndb GU3NYECKUI TOCTYN K KOMIBIOTEPY AJIs HOCTOPOHHUX JIMILL;

Hcnonb3yit BHELTHHE HOCUTENM UHPOPMAIUK, TaKUe KaK Quienika, AMCK Wi ¢Gailsl u3 UHTEpPHETa, TOIbKO U3
IIPOBEPEHHBIX UCTOYHHUKOB;

He oTkpbIBaii KOMIbIOTEPHBIE (Pailiibl, IOJIyY€HHBIE U3 HEHAJEXKHBIX HCTOUHUKOB. Jlaxe Te (dailibl,
KOTOpbIE MPHUCIIa TBOM 3HaKOMBIH. Jlydille yTouHH y HEro, OTHPAaBIISL JIU OH TeOe uX.

Cetu WI-FI
Wi-F1 - 310 He BUJI Iepeaun JaHHBIX, HE TEXHOJIOTHSI, a BCEro JIUIb OpeH, mapka. Emie B 1991 roxy
HUJIepJIaHICKast KoMItanus 3apeructpupoBana Opena « WECA», aro 0603Ha4ano clioBOCOYETaHHE
«Wireless Fidelity», koTopbIil IepeBOAUTCS KaK «OeCIpOBOIHAS TOYHOCThY. [0 HalIero BpeMeHu Aomuia
npyras abopeBuaTtypa, KOTopas sIBJIsIeTcs Tako# ke TexHosiorue. Ito abopesuarypa « Wi-Fi». Takoe
Ha3zBaHHe ObLIO JaHO C HAMEKOM Ha CTaHAApT BhIciui 3ByKoBoi TexHuku Hi-Fi, uto B nmepeBoe o3Hauaet
«BBICOKAsI TOUHOCTbY.

Jla, GecTutaTHBIM HHTEPHET-A0CTYIT B Kade, OTEIAX B adPOIopTax SIBJIICTCS OTIUIHONH BO3MOXKHOCTHIO
BBIXOJa B MHTepHET. HO MHOTHE dKCIIepThl CUHUTAIOT, 4TO obmenoctymabie Wi-Fi ceTn He SBIISroTCS
0€30IaCHBIMU.

COBETHDI 110 BE3OITACHOCTHU PABOTE B OBHIEJOCTYIIHBIX CETAX WI-FI:

He nepenagraii cBoro nmuunyro uHbopmaiuio yepes odmenocrynusie Wi-Fi cetn. PaboTas B HuxX,
KECJIATCIbHO HE BBOAWUTD IMAPOJIU JOCTYIIA, JIOTYMHBI U KaKHC-TO HOMEPA,

Hcnonb3yit 1 0OHOBIISIH aHTUBUPYCHBIE TPOrpaMMbl U Opanamayep. TeM caMbIM Thl 00e30macuilb ce0st OT
3aKa4K{ BUpyCa Ha TBOE YCTPOMCTBO;

[Ipu ucnonszoBanun Wi-Fi otkmroun ¢ynkiumo «O0mui 1octyn K gaitiam u npuatepam». JlanHas
(yHKIIHS 3aKphITa IO YMOJTYAHUIO, OJTHAKO HEKOTOPHIE MOJIH30BATEIN aKTUBHPYIOT €€ i yao0cTBa
HCIIOJIb30BaHUs B paboTe win yueoe;

He ucnone3yit myonuunsiit WI-FI 11t nepegauu IMYHBIX JaHHBIX, HAPUMEP JUIs BBIX0JIa B COLIUAIbHbIE
CETH WJIM B DJIEKTPOHHYIO TI0OUTY;



Nnonw3yit Tonbko 3amuiiernoe coeauaenune uepes HTTPS, a ue HTTP, 1.e. mpu nHabope Be6-aapeca BBOIN
uMeHHO «https://»;

B mo6unbHOM Tenedone otkiroun pynkuuto «lloakmouenne k Wi-Fi apromatuyecku». He nomyckai
aBTOMAaTHYECKOT0 MOJKII0YeHHsI ycTpoiicTBa K ceTaM Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTH
COIII/IaJ'IBHBIe CCTH aKTUBHO BXOJAT B HAIly )KU3Hb, MHOTHEC JIFOJJU pa60Ta10T H )KUBYT TaM IMIOCTOAHHO, 4 B
Facebook yxe 3apeructpupoBan Muiumap 4eI0BeK, YTO SBJISETCS OJHON CEIbMOM BCEX KUTEJCH TIIaHETHI.
MHorue moabp30BaTelI He IIOHUMAalIoT, 4YTO I/IH(l)OpMaIII/IH, pasMCIICHHAasA UMU B COLIMAJIBHBIX CCTAX, MOXKECT
OLITH HafIHGHa " UCII0JIb30BaHa KEM YroaHo, B TOM YHUCJIC HE 00s13aTeNILHO C OJIarUMU HaMCpPCHUSAMMU.

OCHOBHBIE COBETHBI I10 BE3OITACHOCTHU B COLHUAJIBHBIX CETAX:

Orpanuyb criucok Apy3eil. Y 1edst B Ipy3bsiX HE TODKHO ObITh CIydallHbIX U HE3HAKOMBIX JIIOJIEH;

3amumniail cBO YacTHYIO *u3Hb. He yka3biBail nmaposu, TeaedoHsl, agpeca, AaTy TBOETO POXKACHUS U
JPYTyIo JIMYHYI0 HHPOPMaLMIO. 3I0YMBILIUIEHHUKH MOTYT MCIIOJIb30BaTh J1aXKe MHPOPMAIUIO O TOM, KaK Thl
U TBOU POJUTENN INIAHUPYETE IPOBECTH KAHUKYIIBI;

3amuuiail cBOI penyTaluio - Iep>KU €€ B YUCTOTE U 3aJaBail cebe BOIpOC: XOTe Obl Thl, YTOOBI APyrue
II0JIB30BATCIIN BUJACIIHN, YTO ThI 3arpy>1<aemb? HO}IYMaﬁ, MpeKAC YEM UTO-TO OHy6J'II/IKOBaTI>, Halmcars u
3arpy3uTh;

Ecau TeI rOBOpHIIB € JIFOABMU, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE PEAIBHOE UMS U JPYTYIO JINYHYIO
nH(pOpMaLIUU: UM, MECTO KUTEIbCTBA, MECTO Y4eObl U Mpoyee;

N3zberaii pazmemenus pororpaduii B UuTepHeTe, riae Thl M300pakeH Ha MECTHOCTH, TI0 KOTOPOU MOYKHO
OTPEENIUTh TBOE MECTOIOJIOKEHHE;

[Ipu perucrpanuu B cCOnuanbHON CETH HEOOXOIUMO HCII0JIb30BAThH CIOMKHBIE APOJIH, COCTOSIINE U3 OYKB U
uudp U ¢ KOJIMYECTBOM 3HAKOB HE MEHee §;

JIy1st conManbHOM CETH, TIOUTHI M IPYTUX CAUTOB HEOOXOIMMO MCIIOJIb30BaTh pa3Hbie Mapoin. Toraa eciu
T€0s B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKHY [0JIy4aT OCTYI TOJIBKO K OJIHOMY MECTY, a HE BO BCE Cpasy.

JIEKTPOHHBIE ICHbI'H
DJEeKTPOHHBIE IEHbI'Y — ATO OUEHb YAOOHBIN cr1OcO0 IuIaTexei, 0JHaKO CYIIECTBYIOT MOIIIEHHUKH,
KOTOPBIE XOTAT NOJYYUTh 3TU JEHBIHU.

DNEeKTPOHHBIE IEHbIU MOSBUIMCH COBCEM HEIABHO M UIMEHHO M3-3a 3TOT0 BO MHOTUX FOCYAApCTBAX 10 CUX
0P He MPOIMCAHO PO HUX B 3akoHax. B Poccuu jxe oHM QYHKIMOHUPYIOT U O HUX yX€ IPOIMUCAHO B
3aKOHE, TJIe UX Pa3AeiAIoT Ha HECKOJIBKO BUJIOB — AaHOHUMHBIE M HE AHOHMMHBIE. Pa3HuIa B ToM, 4TO
AHOHHUMHBIE - 3TO T€, B KOTOPBIX pa3pelaeTcsi MPOBOAUTH Onepanuy 0e3 uAeHTU(PUKAIINY T0JIb30BaTENs, a B
HEAaHOHMMHBIX UJCHTU(PUKAIINY 0Ib30BaTENS ABISETCS 0053aTeIbHOM.

Taxxke cieqyeT pa3ninyarh 3J€KTPOHHbIE (pUaTHbIE JeHBIH (PaBHBI TOCYJAPCTBEHHBIM BaIIOTaM) U
3JIEKTPOHHbBIE HE(UATHBIE JEHBIU (HE PaBHBI TOCYIaPCTBEHHBIM BaJIIOTaM).

OCHOBHBIE COBETBHI 1O BE3OIIACHOM PABOTE C DJIEKTPOHHBIMH JJEHbI AMU:

[IpuBsixu K cueTy MOOMIIBbHBIHN TeaepoH. ITo caMmblil yA0OHBINA U OBICTPBIN CI0COO BOCCTAHOBUTH JOCTYII K
cuery. [IpuBs3anublii TeneoH NOMOXKET, €ciiv 3a0y/ellb CBON IUIATEXHBIA NapoJib UK 3aiAC1b Ha CaliT C
HE3HAKOMOT'O YCTPOMCTBA;

Hcnonw3yit ogHOpazoBbie napoiu. [lociie mepexosa Ha YCHICHHYIO aBTOPHU3AIUIO TeOe y)Ke He OyaeT
YIpOXkKaTh OMIACHOCTh KPaXkKH MIIM TIepeXBaTa MIATEKHOTO MapoJis;

Br16epu crnoxubiit napostb. [Ipectynaukam Oyaer He IpoCTO yraaaTh CIOKHBIN napoib. HanexHsle naponu
— 3TO MapoJiv, KOTOPbIE COJIEPKAT HE MEHEe 8 3HAKOB U BKIIIOUYAIOT B c€0sl CTPOYHBIE U IIPONUCHBIE OYKBBI,
uudpbl 1 HECKOJIBKO CUMBOJIOB, TaKUE KaK 3HAK J10J11apa, (yHTa, BOCKIMIATEIbHbIN 3HaK U T.1. Hampumep,
$tROng!;;



He BBOJU CBOU JIMYHBIC JaHHBIC HA caﬁTax, KOTOPBIM HE JOBECPACIID.

JJIeKTPOHHAS M0YTA
DJeKTpOHHAs OYTa — 3TO TEXHOJIOTHUS U MPEAOCTaBISIEMbIE €10 YCIYTH 110 MEPECHUIKE U MOJIy4YEHUIO
ANIEKTPOHHBIX COOOIICHUH, KOTOPBIE PACIIPEACIISIOTCS B KOMITBIOTEPHOM ceT. OOBIUHO AIICKTPOHHBII
MMOYTOBBIN SAMIUK BBITJISAUT CICAYIOIUM 00pa3oM: UMs_TIOJIb30BaTEIA(@HUMs_JI0MeHa. Takke KpoMe
nepeaadu MpoCToro TEKCTa, UMEETCs BO3MOXKHOCTD TIepeaBaTh (hauibl.

OCHOBHBIE COBETBI IO BE3OITACHOM PABOTE C DJIEKTPOHHOM IOYTOM:

Hazno BbIOpaTh npaBUIIBbHBIN TOYTOBBIN cepBUC. B nHTEpHETE €cTh OrpoMHBIN BEIOOP OECIIaTHBIX
ITIOYTOBBIX CEPBUCOB, OJTHAKO JYYIlI€ TOBEPATH TEM, KOI'O 3HACIIb U KTO MEPBBIA B PEUTUHIE;

He ykaspiBaiil B 1nuHOM noute 1nyHyro nHpopmarmio. Hanpumep, iydine BoIOpaTh
«MY3BIKQTBHBINA _(hanaT@» mwim «pok2013» BMecTo «remal3y;

Hcnonw3yit AByXATAHYIO aBTOPU3AIMIO. JTO KOT/Ia TOMUMO MapoJisi Hy)KHO BBOJIUTH KOJI, TPUCHITIACMBIiA
mo SMS;

Br16epu ciioxHbIM maposak. [ KaK10ro moYTOBOTO SITUKA TOJDKEH OBITh CBOM HAIEKHBIN, YCTOMYHMBBIN K
B3JIOMY MapoOJib;

Ecau ecTp BO3MOXKHOCTH HalIMCaTh CaMOMY CBOM JIMYHBIN BOIIPOC, UCIOJIb3YH 3Ty BO3MOKHOCTB;

Hcnonp3yil HECKOJIBKO MTOYTOBBIX SIIMKOB. I1epBBIi 1711 4aCTHOM MEPENUCKH C aApecaTaMy, KOTOPBIM ThI
JOBepsAeIIb. ITO AIEKTPOHHBIN aJIpec HE HAJl0 UCIOJIb30BATh IPU PETUCTpALMU HA GOpyMax U calTax;

He otkpsiBaii ¢aiiibl ¥ Ipyrue BIOKEHUS B MUChbMaX Ja)Ke €CJIM OHU MPUILIN OT TBOUX Apy3eil. Jlyume
YTOYHH Y HUX, OTIPABJISUIN JIU OHU TeOe 3TU (ailiibl;

[Tocne okoHYaHust pabOTHI HAa TIOYTOBOM CEPBHUCE TIEPE]T 3aKPHITHEM BKJIAJKU C CAUTOM HE 3a0y/Ib HAKATh
Ha «BpiiTny.

Ku6epOy/uinHr MM BUPTYaJbHOE H31€BATEIbCTBO
KubepOynnmar — mpeciieqoBanne CoOOOIIEHUAMH, COACPKAITIMHU OCKOPOJICHUS, arpeccuo, 3ayriBaHue;
XYJIUTaHCTBO; COIMAIEHOE OOMKOTHPOBAHHE C TIOMOIIBIO PAa3IMYHBIX HHTEPHET-CEPBHUCOB.

OCHOBHBIE COBETHBI I10 BOPBBE C KUBEPBYJIVIMHI'OM:

He 6pocaiicst B 60#. JIyqmnii crioco0: moCOBETOBATHCS Kak ce0si BECTH U, €CJIA HET TOTO, K KOMY MOKHO
O6paTI/ITBC${, TO BHa4aJI€ YCIIOKOUTBLCA. Ecnu TEI HauHes OTBEYaTh OCKOp6J'IeHI/I${MI/I Ha OCKOp6J'ICHI/I5[, TO
TOJIBKO e11ie OOJIbIIe Pa30kIKEIIb KOH(IUKT;

VYnpasisii cBoelt kubeppenyraiuei;
AHOHMMHOCTH B CETH MHUMaAS. CYHIGCTBYI-OT CcrocoObI BBISICHUTB, KTO CTOHUT 3a aHOHMUMHBIM aKKaYHTOM;,

He ctout Bectu xynuranckuii o0pa3 BUpTyainbHO xu3HU. IHTEpHET (puKCcHpyeT Bce TBOU JEHCTBUS U
COXpaHSET UX. Y AanuTh UX OyAeT KpaliHe 3aTpyJHUTENIbHO;

Colnromaii cBO# BUPTYAIbHYIO YECTh CMOJIONY;

Wrnopupyit emuandHbIN HeratuB. OHOPa30BbIe OCKOPOUTEIBHBIC COOOIICHHUS TYYIle UTHOPHUPOBATh.
OOBIUHO arpeccus MPeKpaIaeTcs Ha Ha4YaIbHOW CTauu;

ban arpeccopa. B nporpamMmmax oOMeHa MTHOBEHHBIMH COOOIIICHUSIMU, B COIIMAJIBHBIX CETSIX €CTh
BO3MOXHOCTb OJIOKHPOBKH OTIPABKU COOOIIEHUN C ONPEIEIIEHHBIX aIpECOB;

Ecnu 1e1 cBUnIEeTENb KHOEpOYyIMHra. TBOM IEHCTBUS: BRICTYIIUTH IPOTUB MPECIIEIOBATENs, II0Ka3aTh EMY,
YTO €ro JAEUCTBUS OLICHUBAIOTCSI HETaTUBHO, NOJJIEPKATh )KEPTBY, KOTOPOH HYXKHa IICUXO0JIOrMYeCKas
MIOMOIIb, COOOUTUTH B3POCIBIM O (PaKTe arpecCUBHOTO MIOBEJICHUS B CETH.

MooOuibHblii Tej1e)OH
CoBpemeHHble cMapT(OHBI U TUIAHIIETHI COJIEpKaT B ce0e BIIOJIHE B3POCIIbIM (PyHKIIMOHAII, U TETIEPh OHU



MOT'YT KOHKYPHUPOBATh CO CTAIIHOHAPHBIMU KoMITbIoTepaMu. OTHAKO, CPECTB 3aIUTHI IJIs1 IO T00HBIX
YCTPOUCTB TIOKA OYEHb MaJI0. TeCTUPOBAHUE U TIOUCK YSI3BUMOCTEH B HUX MPOUCXOIUT HE TaK MHTCHCUBHO,
kak s 1K, To ke camoe kacaercss 1 MOOMIBHBIX IprutoxkeHniH. CoBpeMEHHbIE MOOMIIbHBIE Opay3ephl yKe

MIPaKTUYECKH JTOTHAJIM HACTOJIbHBIE aHAJIOTH, OJJHAKO pacIiMpeHHe pyHKIMOHAaIa BIe4eT 3a co00i
OOJIBIITYIO CJIOKHOCTH M MEHBIITYIO 3alTUIIIEHHOCTb. J{ajgeko He Bce MPOU3BOAUTENH BBITYCKAIOT
0OHOBJICHHUS, 3aKPBIBAIOIINE KPUTUUECKHUE YSI3BUMOCTH JJII CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JJIs1 BE3OITACHOCTU MOBUJIBHOT'O TEJIE®OHA:

Huuero He siBiisieTcst mo-HacToseMy oecriaTHbIM. Byib ocToposkeH, Beab Koraa Tede npeasararoT
OecrIaTHBI KOHTEHT, B HEM MOTYT ObITh CKPBIThI KAKHE-TO IIaTHBIE YCIYTH;

Hymaii, npexzae yem otinpaBuTbh SMS, poTo nmu Buseo. Thl TOUHO 3HAEIIb, I/I€ OHU OYJyT B KOHEYHOM
urore?

Heo6xomumMo 0OHOBIIATE ONIEPAITMOHHYIO CHCTEMY TBOETO cMapT(hOHa;
Hcnonb3yit aHTUBUPYCHBIE TPOIPaMMBI /1711 MOOMIIBHBIX TEIE(POHOB;

He 3arpyxaii npuioXeHus 0T HEM3BECTHOTO NCTOYHHKA, BEJIb OHH MOTYT COJIEPKAaTh BPEIOHOCHOE
MIPOrpaMMHOE 00eCIeueHue;

[Tocrne Toro Kak ThI BBIMACIIB C CaldTa, T/Ie BBOAWII JIMUHYIO MH(OpMaIHio, 3aii/I1 B HACTPOUKHU Opay3epa u
yaaium cookies;

[leproauuecku npoBepsiii Kakue MIaTHbIE YCIYT'H aKTUBUPOBAHBI HA TBOEM HOMEPE;
JaBaii cBoi1 HOMEp MOOUIILHOTO TeIePOHA TOJIBKO JIFOJIIM, KOTOPBIX Thl 3HACIIb U KOMY JOBEPSICIIb;
Bluetooth nomxen ObITh BBIKIIIOUEH, KOTIa Thl UM HE MOJIb3yelibesi. He 3a0bIBail MHOT /A IPOBEPSATH 3TO.

Online urpsl
CoBpeMeHHbIE OHJIAH-UTPbI — 3TO KPACOYHBIE, 3aXBaThIBAIOIINE PA3BICUEHNUS, 00BEINHSAIONINE COTHU
TBICSIY YEJIOBEK 110 BceMy MUpY. Irpoku ucciaeayoT JaHHbIH UM MUp, 00IIAI0TCs IPYT C IPYroM,
BBITNIOJIHAIOT 33aJJaHUsl, CPAKAIOTCSI C MOHCTPAMU U MOJIY4atoT OMBIT. 3a YI0BOJIbCTBUE OHH ILJIATST:
MOKYIAIOT JUCK, OIJIAYMBAIOT ADOHEMEHT UJIU MPUOOPETAIOT KaKHe-TO OIIIHUH.

Bce 3tu cpeacTBa uayT Ha NoJiepKaHUE U Pa3BUTUE UIPBI, & TAKKE HA caMy 0€30I1aCHOCTb:
COBEPUICHCTBYIOTCSI CUCTEMbI aBTOPU3ALIMH, BBITYCKAIOTCS HOBbIE MaT4yM (LHU(POBBIE 3aIIaTKH JIJ1s
IIPOrpaMM), 3aKpPhIBAIOTCS YI3BUMOCTHU cepBepoB. B M0100HBIX Urpax CTOUT onacaTtbcsi HE CTOJIBKO CBOUX
COIIEPHUKOB, CKOJIBKO Kpa)kKi TBOETO MapOJisi, HA KOTOPOM OCHOBaHA CUCTEMa aBTOPHU3aLMU OOJIBIIMHCTBA
urp.

OCHOBHBIE COBETHBI I10 BE3OITACHOCTHU TBOEI'O UTPOBOI'O AKKAYHTA:

Ecnu npyro#t urpok Beaet cedst I10Xo Uik co31aeT Tede HeNPUATHOCTH, 3a0JIOKUPYH €ro B CIIUCKE
UTPOKOB;

Homanyﬁcz AIMUHUCTpATOpaM UI'Pbl HA IIJIOXOC MOBEACHHUE 3TOI'0 UI'POKaA, KEJIATCIbHO ITPHUIIOKUTH KaKHUe-
TO JOKa3aTCJIbCTBA B BUJIC CKPHUHOB;

He ykaspiBail tuunyto nndopmaiuio B npodaiiiie urpsi;
VYBakail Ipyrux y4aCTHUKOB I10 UIPE;

He ycranaBnuBaii HeopummanbpHbIe TaTYU U MO/IBI;
Hcnonb3yit c0KHBIE U Pa3HbIE TAPOJIH;

Jlaxxe BO BpeMs UTPbl HE CTOUT OTKJIIOYaTh aHTUBHpPYC. [I0Ka ThI Urpaenip, TBOM KOMIIBIOTEP MOTYT
3apa3UTh.

@OUIIMHT WIK KPaKa JUYHBIX JAHHBIX
OObIYHOM Kpa)kell IeHeT U JOKYMEHTOB CETOJIHS YK€ HUKOTO He yIuBUfIlIb, HO C pa3BUTHEM UHTEPHET-



TEXHOJIOTHH 3JIOYMBIIIJICHHUKHA MIEPEMECTUIIUCh B MHTCPHET, U IIPOJOJDKAIOT 3aHUMATbCA «ITIOOUMBIM
JCJIIOM. Tak mosiBUnackL HoOBas yrpo3sa: MHTCpHCT-MOIICHHNYCCTBA NI (i)I/IHII/IHl", TJ1aBHaA OCJIb KOTOPOTO
COCTOMT B INOJIYYCHUU KOH(i)I/I)IGHHI/IaJ'II)HLIX JaHHBIX MOJIB30BaTEIEH — JIOTHHOB U HﬁpOJ’IGﬁ. Ha
aHrnuickoM s3bike phishing yntaercs kak ¢pumuHr (ot fishing — priOHas 0B, password — naposib).

OCHOBHBIE COBETHI I10 BOPBBE C ®UIIUHI'OM:

Cnemu 3a cBOMM aKKayHTOM. Eciu ThI 10103peBaeiib, 9To TBOSI aHKeTa Oblila B3JIOMaHa, TO HEOOX0IMMO
3a0JI0KUPOBATH €€ U COOOIIUTH AIMUHUCTPATOPaM pecypca 00 ’TOM KaKk MOXKHO CKOPEE;

Wcnonb3yit 6e30macHbie B€O-CaiiThl, B TOM YHCIIE, UHTEPHET-Mara3uHOB U MOMCKOBBIX CUCTEM;

Hcnonw3yit cioxHbIe U pa3HbIe Mapoin. Takum o0pa3oM, ecii Te0s B3JIOMAIOT, TO 3JI0yMBIITUICHHUKH
moJrydat J0CTYyI TOJBKO K OJTHOMY TBOEMY HpO(i)I/IJ'II-O B CCTH, a HE KO BCEM,

Ecnu Te6st B3nmomanu, To He0OX0IUMO TIPEAYIPEANTH BCEX CBOMX 3HAKOMBIX, KOTOPBIE JOOABJIEHHI y T€Os B
TPY3bsiX, O TOM, 4TO T€Os B3JIOMaJIA U, BOBMOKHO, OT TBOErO UMEHH OyJIeT PacChlIaThCsI CTIaM U CChUIKUA Ha
(UIIMHIOBbIE CalTHI;

Ycranosu HaaexHbil naposib (PIN) Ha MoOubHBIN TenedoH;
OTxIItouM coxpaHeHue naposs B Opaysepe;

He otkpsiBaii ¢aiinibl ¥ Ipyrue BIOKEHUS B MUChMaX Ja)Ke €CJIM OHU MPUIILIK OT TBOUX Apy3ell. Jlyume
YTOYHH Y HUX, OTIPABJISUIN JIU OHU TeOe 3TU (ailiibl;

Hudgposas penyranus
[udposas penyranus - 370 HETaTUBHAS WJIM NO3UTHBHAs HHPopMaIus B cetu o Tede. Komnpomerupyromias
nH(popmalys pa3MelIeHHasi B UHTEPHETE MOKET CEPhE3HBIM 00pa30M OTPa3UThCs Ha TBOEH peasibHOM
xu3HU. «[{udposas permyramnus» - 3T0 TBOM UMUK, KOTOPBIN (hopMHpyeTCst U3 HHPOopMauu 0 TeOe B
uHTepHeTe. TBoe MECTO KUTENbCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHUE, 0COOEHHOCTH XapakTepa U
pacckasbl 0 OJIM3KUX — BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue noJipoCTKU JErKOMBICIEHHO OTHOCATCS K IMyOJIMKallMK JTUYHOM uHpopmanuu B lHTepHeTe, He
MTOHMMasi BO3MOXHBIX MocaeAcTBUMA. Thl JaXke HE CMOXKeEIlb JOraAaThbes O TOM, UTo GoTorpadus,
pa3MenieHHas 5 JIeT Ha3aJ, cTaja NPUYMHOM OTKa3a MPUHATH TeO0s Ha padoTy.

KomMmeHnTapuu, pazmenienre TBoux ¢potorpaduii u 1pyrue 1eHCTBUS MOTYT HE UCUE3HYTh JaKe MOCIIE TOro,
KaK Thl UX yJalullb. Thl HE 3HAEIIb, KTO COXpAaHWII 3Ty HH(OpMaIHIo, 1oNaJia I OHa B IOMCKOBBIE
CHCTEMBI U COXpPAHMJIACh JIM OHA, a [VIABHOE: YTO MOAYMAIOT O TeOe OKPY’Kalolllee 01U, KOTOpble HAaIyT U
yBUAAT 3T0. HaliTu mHpOpMaIuio MHOTO JIET CILYCTSI CMOXKET JIF000# — Kak U3 JOOpbIX MOOYXKIEHUH, TaK U C
HaMEpEeHHUEM MPUUYUHUTE Bpell. ITO MOXKET OBbITh KTO YTOJHO.

OCHOBHBIE COBETBHI 11O 3AIIUTE HU®POBOM PEITY TAIIVN:

[Toxymaii, mpex/ie 4em 4To-TO MyOIMKOBATh U MepeaaBaTh y ceOs B O6JI0T€ WA B COIMATILHOM CETH;

B nactpoiikax mpo¢uisi ycTaHOBH OTpaHUYEHUS Ha IPOCMOTP TBOETO MPOQHIISI i €T0 COJIEPKUMOT0, Cleai
€ro TOJIBKO «JIJIsl IPYy3€en»;

He pa3smemaii u He yka3piBail HH(MOPMAIIIO, KOTOPAs MOXKET KOT0-TH00 OCKOPOISATH UIH OOUKATh.
ABTOpCKOE NIPaBo
CoBpeMeHHBIE ITKOTBHUKH— aKTUBHBIE TTOJIK30BaTEIH 1M (DpoBOTO pocTpancTBa. OaHAKO JAIEKO HE BCE

3HAIOT, YTO M0JIb30BAHKE MHOTUMHU BO3MOKHOCTSIMU LIM(POBOro Mupa TpedyeT coOt0IeH!s IpaB Ha
UHTEJUIEKTYaJIbHYI COOCTBEHHOCTb.

TepMuH «uMHTEMIEKTYyalIbHAsA COOCTBEHHOCThY OTHOCUTCS K Pa3JINYHBbIM TBOPEHUSM YEJIOBEYECKOIO yMa,
Ha4YMHAas C HOBBIX N300pPETEHM 1 3HaKOB, 0003HAYAIOIINX COOCTBEHHOCTh Ha MPOJYKTHI U YCIYTH , U



3aKaH4MBasi KHUTaMu, ¢pororpadusaMu, KHHOPUIbBMAMU U MY3bIKaJIbHBIMHU IPOU3BEICHUSIMMU.

ABTOpCKHE MpaBa — 3TO [paBa Ha HHTEJUIEKTYyaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BECHUS HAYKH,

JUTEpaTyphl U UCKycCTBA. ABTOPCKHE ITpaBa BBICTYIIAIOT B KAYECTBE rapaHTUU TOTO, YTO
MHTEJUJIEKTYaJIbHBIN/TBOpUYECKHUI TPyl aBTOpa HE Oy1eT HapacHbIM, JaCT €My CIIpaBeJIBbIE BO3MOKHOCTH
3apa0oTaTh Ha pe3ysbTaTax CBOEro TPy/ia, OIy4YUTh U3BECTHOCTh U Npu3HaHue. Hukro 0e3 pasperieHus
aBTOpPa HE MOXET BOCIIPOU3BOIUTH €0 MPOU3BEACHHE, PACIIPOCTPAHSITD, TyOIMYHO AEMOHCTPUPOBATS,
[IpOJIaBaTh, UMIIOPTUPOBATh, ITyCKAaTh B MPOKAT, yOJIMYHO UCHOJIHSATH, IOKAa3bIBATH/UCIIOIHATH B 3UpPE UIU
pa3memars B lHTEpHETE.

Hcnonp3oBanmne «IUPaTCKOTO» MPOTPaMMHOTO 00ECTIeYeHUsT MOKET TPUBECTH K MHOTHUM PHUCKaM: OT
MOTEPH TAHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKH TBOETO YCTPOMCTBA, T/I€ YCTAHOBJICHHBIN HE JICrajbHas
nporpamma. He ctouT Takxe 3a0bIBaTh, 4TO CYIIECCTBYET JIETATbHbBIE U O€CIUIATHBIE IPOTPAMMBI, KOTOPHIS
MO’KHO HAWTH B CETH.



